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The release, publication or distribution of this document and any accompanying documents (in whole or in part) in or into or from
certain jurisdictions may be restricted by the laws of those jurisdictions and therefore persons into whose possession this document
comes should inform themselves about, and observe, any such restrictions. Failure to comply with any such restrictions may
constitute a violation of the securities laws of any such jurisdiction.
To the fullest extent permitted by applicable law, the companies and persons involved in Obsidian Project disclaim any responsibility
or liability for the violation of such restrictions by any person. This document does not constitute an offer or invitation to purchase or
subscribe for any securities or a solicitation of an offer to buy any securities pursuant to this document or otherwise in any
jurisdiction in which such offer or solicitation is unlawful. This document is not a prospectus.
This document (including all information incorporated into this document by reference to another source) should be read as a whole.
No person has been authorised to give any information or make any representations other than those contained in this document
and, if given or made, such information or representations must not be relied upon as having been authorised by the Company, its
Director(s) or any other person involved in the Obsidian Project.
The statements contained in this document are made as at the date of this document, unless some other time is specified in relation
to them. Nothing in this document shall be deemed to be a forecast, projection or estimate of future financial performance of any
kind, and in particular this document contains no forecast, projection or estimate of future financial performance relating to the
Obsidian Platform Limited, the Obsidian ODN coin and/or staking activities conducted using the Obsidian blockchain.

The Obsidian Project - Cryptocurrency and Secure Anonymous
Messaging
Motivation
The right to privacy is a legal tradition found in more than 150 national constitutions worldwide.
The European Convention on Human Rights enshrines the right to respect for private life and
correspondence, requiring that there should be no interference by a public authority with the
exercise of this right except in accordance with the law and as necessary in a democratic
society.
Still, this right is increasingly in peril as state and private organisations become more aware of
opportunities to exploit citizens’ data and communication metadata for commercial purposes
and for other purposes which run contrary to the interests of the ordinary people thereby
affected. Data protection regulation offers citizens the ability to find out what organisations are
doing with their data. However, to date there has been no meaningful alternative to existing
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entrenched communication systems. Users are, for practical purposes, compelled to consent to
data exploitation.
The Obsidian Project offers unrivalled private communication by combining a secure messenger
application with a cryptographic coin that enables a decentralised communication network. This
provides resilience against attacks on the communication servers by replacing them with
decentralised nodes which anyone can host, and thus receive Obsidian coins as compensation.
The decentralised secure communications network is therefore owned and operated by no
single entity, but instead by thousands of humans all over the world thereby rendering attacks
on hosts ineffective to the network status. Communication meta-data cannot be gathered at one
central point, as it is scattered over thousands of hosts all over the world making it very hard to
work out who is talking to whom, even when parts of the internet are under surveillance.
The Obsidian Project thus takes the power of existing secure messaging services one step
further, by fundamentally changing the architecture from a server-centric network to a
decentralised network that is owned and run by its users, and financed with the Obsidian coin.
The WhatsApp and Facebook mobile messenger applications alone process 60 billion
messages per day. It is our dream to make each of these messages much more private than
they currently are, with our Obsidian Secure Messenger line of mobile applications.

Technical Overview

The Obsidian Platform coalesces blockchain and private anonymous messaging and consists
therefore of two main parts: The Obsidian Coin (ODN) and the Obsidian Secure Anonymous
Messenger.
ODN is based on the STRAT coin by Stratis, which is in turn based on Bitcoin. Our use of the
Stratis C# code base enables us to strategically choose new features as they are tested and
proven on the Stratis platform. ODN can also be kept in sync with tested new features from
Bitcoin, including features such as for example the SegWit scaling solution or other technologies
that might get traction, such as Lightning Networks.
The messenger app is based on so far unpublished prior work of one of our developers who is
leading the messaging architecture of our project. It has been publicly available for testing as a
working alpha version since 28th July 2017.
At this point, the ODN coin and the messenger app are not yet mature and not linked. The initial
scope of this project will be to make the messenger app available on prioritised platforms, the
development of the necessary technology for decentralisation, the delivery of a wallet for the
ODN coin, and the integration of the wallet and messaging technology.
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Platform technology

The Obsidian messenger app and it’s backend services are built on a C# codebase. This
matches with the existing NBitcoin, NStratis, Breeze and Stratis Bitcoin Full Node projects and
allows for seamless integration of the messaging and the blockchain platform.
It is compatible with the Microsoft .NET Standard / .NET Core platform, therefore making it
developer-friendly and capable of running on various operating systems such as Windows,
different versions of Linux, and Apple macOS.

Obsidian Secure Anonymous Messenger

The messenger app offers end-to-end-message encryption with perfect forward secrecy (PFS)
relying on Elliptic Curve Diffie-Hellmann (ECDH). Obsidian IDs are identifiers related to
Curve25519 signing keys. The messenger app needs no user accounts or references to an
email address or telephone number which means that Obsidian IDs are unrelated to
authenticated user identities.
Message transport is not directly linked to the blockchain and will be designed to enable fast
message exchanges within the application, including payloads like images and files. Messages
will be buffered by specialized nodes that anyone can run, earning fees in ODN. These nodes
will temporarily store the end-to-end encrypted messages, and/or binary files, until the specific
recipient is online to receive the payload. Messages are encrypted on origin and decrypted only
when they arrive at the intended destination. The intermediate nodes cannot open these
messages without brute-forcing them (256 Bit symmetric encryption). Furthermore, buffered
messages are automatically dropped after a short time by the network, freeing resources. While
messages will be stored on the application client’s frontend in an encrypted state, with an option
to delete them. No data will be kept on servers.

Obsidian Blockchain, Wallets and Nodes
Blockchain key specifications
The Obsidian blockchain has been initialized on Thursday, August 24, 2017 12:00:00 AM with
its genesis block.
By convention, messages on the blockchain network start with the identifier ‘ODN1’
(0x4f646e31).
The genesis block hash is:
0x0000006dd8a92f58e952fa61c9402b74a381a69d1930fb5cc12c73273fab5f0a
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Obsidian addresses (Base58-encoded public key hashes) start with the letter ‘X’.
The blockchain is based on the Blackcoin Proof-Of-Stake (PoS) model with a PoS of 20 ODN.
The block time is 60 seconds. Proof-of-Work was supported up to block 12500 with a reward of
4 ODN. The blockchain has a pre-mine of 98m ODN at block 2.
The Proof-Of-Work and genesis block hash is SHA512, truncated at index 31.
The default blockchain protocol port is 56660, the default port of the RPC interface is 56661.
The planned ticker symbol for the Obsidian coin is ODN.

Wallets
The Obsidian reference wallet (‘Obsidian-Qt’) was released to the public for testing on 30th
August 2017 and was available to use for mining ODN so that the general functionality could be
tested, including sending and receiving ODN. Obsidian-Qt is forked from the StratisX wallet. It
represents an interim solution for use until the C# platform is ready for production use and it is
the designated wallet to be used by exchanges because of it’s similarity to StratisX by Stratis:
https://github.com/obsidianproject/Obsidian-Qt
https://github.com/stratisproject/stratisX
The Obsidian wallet and messenger apps are planned to converge into a single app in the
future, for selected platforms.

Obsidian Nodes

They store the complete blockchain and protect consensus in the blockchain payment network.
They can be integrated with a GUI wallet, like in the case of Obsidian-Qt for Windows.
As ODN is a Proof-of-Stake coin, the blockchain nodes receive a reward for verifying and
storing blocks, the Proof-of-Stake reward. The current total staking reward across all nodes and
ODN coins in the network reward is approximately 10% per year, as a function of total supply,
the block reward of 20 ODN and a block time of approximately 60 seconds.
The number of coins a wallet holds represents the wallet’s owner’s stake in the viability of the
system. Therefore, the more coins somebody holds, the higher their motivation to run a node to
support it. In addition to the motivation to keep the system viable, the PoS reward of 20 ODN is
paid out according to the relative share of the number of coins across all online nodes. As a
result, wallet nodes earn rewards on their coins similar to an interest rate on their deposit of
ODN. The PoS reward coins are minted, adding to the total supply of money, similar to inflation.
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According to our planning, this model, (10% PoS rewards for online nodes), will be in place for
the first two to three years, before rewards can be reduced or eliminated in favour of transaction
fees, or fees for services like message transport.

Masternodes
At the moment, all blockchain nodes and wallets (i.e. Obsidian-Qt) implement functionality that
may be reserved for Masternodes in the future. Also, the reward earned by all current wallets is
the same 10% reward that may be reserved exclusively for master nodes in the future. The
current implementation of Masternodes pays a 10% reward on all coins in the connected wallet
and a required minimum balance, like 10,000 ODN, is not in place yet, so that the network is
being protected by the maximum possible number of nodes, including those wallet nodes
holding smaller amounts.
In the course of development, the blockchain nodes will see a specialisation, namely on
securing the blockchain, providing payment services and buffering messages. The upcoming
high-performance versions of these more specialised nodes will still be called Masternodes and
receive corresponding rewards, while more lightweight versions that are not designed to run
permanently will receive less or no rewards, and will not be called Masternodes. For example,
messaging Masternodes should comply with the requisites of a 24/365 presence with as little
downtime as possible, good performance, sufficient storage space and bandwidth. Advanced
blockchain Masternodes might also have to meet a certain quality of service to be as useful as
needed for mobile wallets.
The current estimate from our developers of the number of coins required for future Masternode
versions is 10,000 ODN, matching proposals from the community, but we reserve the right to
change this value in the future for a number of reasons, like costs of running the node,
responsibilities of the nodes, affordability, and global advantages for the ecosystem.

Crowdfunding Summary
The crowdfunding was initially scheduled to start on 7th July 2017 and was finally accessible
online for most contributors on 15th July 2017 after technical issues had been resolved. The
crowdfunding ended on 26th August 2017 at 03:00 UTC. Audiences subject to the legal sphere
of the United States were excluded from the crowdfunding, because we could not determine the
regulatory environment in that jurisdiction. Presale contributors had to mark a required checkbox
before being able to register by marking a corresponding checkbox. There was also a required
checkbox which had to be marked to accept the terms, conditions, warnings and warranty
exclusions. From the beginning to end of the sale, contributions to the value of approximately
$3.8M USD through ETH and BTC exchanges and business services were made in exchange
for a total of 20.6 million ODN.
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The white paper was presented as a living document. The originally planned period of the
crowdfunding was prolonged for an additional 7 days to compensate for the uncertainty and
transaction issues arising from both the 1st August Bitcoin Hard-fork and other blockages on
both the Ethereum network and the API we had been using to track contributions. We had a
very positive response to this extension.
One other major white paper addition which was greeted in an exceptionally positive way by
contributors following a publicly announced press statement was a contingent for VC and
Strategic Partnerships being introduced, alongside a refund being offered after the introduction
of this budget and after the end of the crowdfunding for anyone who objected to these changes
or clarifications, including this document and its appendices.
The Obsidian blockchain was initialised shortly after the crowdfunding completed, and
functionality was ensured through mining and staking functionality up to block 12,500. The
amount of ODN coins to burn is set to 8.8 million which is planned to be executed by 30th
September 2017.
The distribution of coins to contributors is expected to commence by 11th September 2017.

Crowdfunding distributions
The initial ODN coin premine was 98,000,004 million ODN up to block 2.
For the crowdfunding, without bonuses, the headline exchange rate for ODN coins was fixed at:
● 1 BTC = 21433 ODN or 1 ETH = 2192 ODN.
● 15% ODN (14.7 million coins) were distributed among the members of the core team.
● 25% ODN (24.5 million coins) are being used by the Company for licensing, integration,
marketing, advertising, ongoing development and other operational expenses.
● 60% ODN (58.8 million coins) were initially offered to the interested parties in the
crowdfunding, which was updated on 1st August 2017 with a public statement, so that
instead:
○ 30% ODN (29.4 million coins) were offered to the interested parties in the
crowdfunding.
■ from which 20.6 million coins will be distributed for contributions
■ and 8.8 million coins will be burned on the 30th September 2017
○ 30% ODN (29.4 million coins) were reserved for VC funding and strategic
partnerships.
After the crowdfunding completed, the total distribution model of the BTC and ETH raised will
be:
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●

●

50% of the final amount raised will be used for advertising, marketing, developers, daily
operational costs of the company and other expenses required to run the project. This
will also include salaries for employees.
The remaining amount will be divided between the five core founding members who
already invested a significant amount of time into the project, and to fund their ongoing
commitment to the project.

Risks
Your involvement with the Obsidian project, the various present and future Obsidian products,
and the Obsidian ODN coin exposes you to a number of non-standard risks. If you feel you
cannot accept the risks of losses and damages because you do not have sufficient income, or if
you think the risks make your engagement a bad choice in general, you should not claim your
ODN coins and should ask for a refund of contributions made to date.
If you are in any doubt as to the contents of this document or the action you should take, you
are recommended to seek your own personal financial and legal advice immediately.

Risks associated with ODN as a currency
Using ODN may limit your recovery in the event of fraud or theft

If fraud or theft results in you or your investment losing ODN, you may have limited recovery
options. Third-party wallet services, payment processors and ODN exchanges that play
important roles in the use of ODN may be unregulated or operating unlawfully. Law enforcement
officials may face particular challenges when investigating the illicit use of virtual currency, such
as the following:
Tracing money - Traditional financial institutions (such as banks) are almost never involved
with ODN transactions, making it more difficult to follow the flow of money.
International scope - ODN transactions and users span the globe. Although authorities
regularly obtains information from abroad (such as through cross-border agreements), there
may be restrictions on how the authorities can use the information and it may take more time to
get the information. In some cases, the authorities may be unable to obtain information located
overseas.
No central authority - As there is no central authority that collects Bitcoin user information, the
authorities generally must rely on other sources, such as ODN exchanges or users, for this type
of information.
Seizing or freezing bitcoins - Law enforcement officials may have difficulty seizing or freezing
illicit proceeds held in ODN. ODN wallets are encrypted and unlike money held in a bank or
brokerage account, ODN may not be held by a third-party custodian.
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Investments involving ODN present unique risks

Consider these risks when evaluating investments involving ODN:
Not insured - While securities accounts at brokerage firms are often insured and bank accounts
are often insured, ODN held in a digital wallet or ODN exchange currently do not have similar
protections.
Volatility - The exchange rate of ODN will be very volatile and the exchange rate of ODN could
drastically decline. For example, the exchange rate of Bitcoin has dropped more than 50% in a
single day. ODN-related investments may be affected by such volatility.
Government regulation - ODN are not legal tender in any country as far as we know. States or
foreign governments may restrict the use and exchange of ODN.
Security concerns - ODN exchanges may stop operating or permanently shut down due to
fraud, technical glitches, hackers or malware. ODN also may be stolen by hackers.
New and developing - As a recent invention, ODN does not have an established track record
of credibility and trust. ODN, Bitcoin and other virtual currencies are evolving.
Software errors (bugs) - We exclude any liability for bugs in our software, including the wallet
or blockchain. That means, if the coins in your wallet disappear because of malfunction in our
software, you shall not hold us liable. If you don’t agree, please do not use ODN.
Continuity - Obsidian is after all meant to be an open source project. That means, even though
we initiated it, we cannot guarantee it will live forever. If the global community doesn’t pick up
the project in reasonable time, like in the case of Bitcoin, it will cease to exist and the ODN coin
will probably become worthless. Also, regulation could be invented that prohibits the use of
cryptocurrency in general, so that nobody is interested anymore in using them, or doesn’t want
to write code for the maintenance because of unclear legal consequences.
Small size, dependence on key contributors - Currently the Obsidian team is very small. If
key people on the team quite the project, e.g. for health reasons or to take other job
opportunities, the project might become unsustainable because of missing talent and resources,
which also could decrease the value of ODN dramatically.
General failure - It’s possible the goals set out in the White Paper are too ambitious and cannot
be implemented or fully implemented, or that the implementation takes too much time to make a
market success likely. This includes the consequences of funds and other resources running
out, so that the work must be discontinued.
Superior competition - It’s possible that Obsidian is outpaced by it’s competition so that the
project loses all economic sense and is therefore discontinued. The ODN will then lose any
value as well.
Legal roadblocks - It’s possible projects of our kind, only our project might be outlawed, for
example because the use of encryption becomes forbidden. It’s also that key algorithms we use
are/come under patent protection so that we are no longer able to use them. The project could
be discontinued then, so that ODN loses all value.
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Please carefully consider these risks and only claim your ODN when you think you can bear
them. Or, as it is often put, invest only money you can afford to lose. Otherwise please request
a refund.
CAUTIONARY NOTE REGARDING FORWARD-LOOKING STATEMENTS
This document includes forward-looking statements, which may include statements about
potential strategic options, plans for technical development, future growth and market position
and all other statements in this document other than statements of historical fact.
Forward-looking statements include, without limitation, statements that typically contain words
such as ‘will’, ‘may’, 'should', 'continues', 'aims', 'believes', 'expects', 'estimates', 'intends',
'anticipates', 'projects', 'plans' or similar expressions. By their nature, forward-looking statements
involve known and unknown risks and uncertainties because they relate to events and depend
on circumstances that all occur in the future. Actual results may differ materially from those
expressed in the forward-looking statements depending on a number of factors, including, but
not limited to, the enactment of legislation or regulation that may impose costs or restrict
activities, future market conditions, the behaviour of other market participants and competitors,
an adverse change in the economic climate and a loss of key personnel. Many of these risks
and uncertainties relate to factors that are beyond the Company’s ability to control or estimate
precisely, such as future market conditions and the behaviours of competitors. The
forward-looking statements contained in this document are made as of the date hereof. None of
the Company, its director(s) and others involved in the Obsidian Project assumes any obligation
or intends publicly to update or revise these forward-looking statements, whether as a result of
future events, new information or otherwise except as required pursuant to applicable law.
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Appendix
Glossary of Technical Terms
Crowdfunding
Crowdfunding is the practice of funding a project or venture by raising monetary contributions
from a large number of people. Crowdfunding is a form of crowdsourcing and of alternative
finance. In 2015, it was estimated that worldwide over $34 billion USD was raised this way
(Wikipedia). The crowdfunding proceeds are being used to kickstart the Obsidian open source
project.

Blockchain
This represents a distributed ledger database, where no single copy exists. Instead of storing
data in a monolithic server (or server farm) and make it available to the users through a
centralized point of access, distributed ledger technology allows for a more sparse approach,
where many redundant copies of the data exists all over the world. The data is stored in blocks,
which are chained one to another to keep a logical and sequential registry of the operations of
the network.

.NET Core

This is a Microsoft-created platform that allows a single source code base to be shared among
different operative systems. It currently supports Windows 7, 8, 8.1 and 10; Windows Server
2008 R2, 2012, 2012 R2 and 2016; RHEL Linux 7; Ubuntu 14.04, 14.10, 15.04, 15.10, 16.04
and 16.10; CentOs 7; Debian 8; Fedora 23 and 24; OpenSUSE 13.2 and 42.1; Oracle Linux 7,
7.0, 7.1 and 7.2; Linux Mint 17, 17.1, 17.2, 17.3 and 18; and OS X 10.10, 10.11 and 10.12.

Graphical User Interface (G.U.I.)

A visual representation created by the developers in order to facilitate the manipulation of the
data in the application or the presentation of the results of those manipulations.

Wallet
An application that allows a user to have a public address where other users can send funds or
where funds can be sent from in the Obsidian Platform Network. The wallet contains a private
key and stores the current state of the user funds expressed in ODN units. Normally, though,
the people refers to the G.U.I. as the wallet itself, but this is only a practical case. Wallets
without G.U.I. can also be used but the difficulty is bigger because the commands must be
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manually entered by the user and the results are not easily interpretable. The wallet can also be
stored as a paper copy of the master private key, so it can be rebuilt later in a different machine
without losing value.

Cold wallet

This is a way to store the essential information that allows a wallet to be recreated in software
form at a later time, while at the same time avoiding having it available (and hackable) through
the Internet. When you create a paper wallet, you essentially make a special copy of the wallet
main values (private keys) so you can delete the file physically from the computer. Doing this
still allows to receive funds (you just need to send people a copy of your address or public key
for that) but you cannot use/spend those funds until you activate the wallet again in a node.

Node
A node is a wallet that also is connected to the internet. There can be different types of wallets
and nodes, but they're internally equivalent.

Initial Coin Offering

This is a process started by the coin creators in order to make an initial distribution of one part
of the available total amount among the interested parties. The contributors to the crowdfunding
will receive a certain number of coins proportional to their contribution in BTC or ETH.

Privacy Policy

The information we collect on our website is used to notify consumers about updates to our
website, and in general to keep us informed of the preferences of our audience and customers.
With respect to email, we collect the email addresses of those who register on our website and
of those who communicate with us via email, the email addresses of those who make postings
to our chat/Slack areas, aggregate information on what pages consumers access or visit,
user-specific information on what pages consumers access or visit, information volunteered by
the consumer, such as survey information and/or site registrations.
From time to time we may need to communicate with you using the email address provided, if
you do not want to receive emails from us in the future, please let us know by sending us an
email at support@obsidianplatform.com.
With respect to security, we use industry-standard encryption technologies when transferring
and receiving consumer data exchanged with our site. When we transfer and receive certain
types of sensitive information such as financial information, we redirect visitors to a secure
server and will notify visitors through a pop-up screen on our site. If you feel that this site is not
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following its stated information policy, you may contact us using the following details. Email:
support@obsidianplatform.com. Postal correspondence: Mercury Suite, Glyde House,
Glydegate, Bradford, West Yorkshire, BD5 0BQ, United Kingdom.

Terms and Conditions

The following terms and conditions of use (the “T
 erms and Conditions”) govern your (“You”)
use of the Obsidian Platform Limited (“Obsidian”) website (https://obsidianplatform.com), all its
other websites and all relating software products such as wallets, nodes, Masternodes and
blockchain data, which shall include, without limitation, any Obsidian software products within
one common industry category, and all content thereon (the “S
 oftware”) as provided by
Obsidian Platform Limited (“Obsidian” or “w
 e”) and related open source projects to the
Obsidian project.
BY USING THE SOFTWARE, YOU ACCEPT AND AGREE TO THESE TERMS AND
CONDITIONS AS APPLIED TO YOUR USE OF THE SOFTWARE. If you do not agree to
these Terms and Conditions, you may not access or otherwise use the Software.
BY USING ANY OF OUR SOFTWARE PRODUCTS, YOU AGREE NOT TO MAKE US OR
ANY PROJECT DEVELOPER LIABLE TO ANY DAMAGES THAT MIGHT OCCUR TO YOU,
USING THE SOFTWARE, INCLUDING BUT NOT LIMITED TO LOSS OF OBSIDIAN COINS.

Services Available on the Site and in the Software
Obsidian may make certain services available to individuals who register on the Site
(“Registered Users”) and general visitors to the Site (“Visitors”) (Registered Users and Visitors
are collectively referred to as “Users”). For example, Users may be able to register to receive a
print publication or an e-mail newsletter, participate in forums or moderated discussions with
other Users, post comments on a bulletin board, post and respond to classified ads,
(collectively, “Services ”, and with the Site, the “Site ”). Users may also access articles and
perform research. Obsidian may make certain forums available on the Site that allow Registered
Users the opportunity to participate in moderated discussions and to post information on bulletin
boards (collectively, “Forums”). Registered Users who participate in these Forums are solely
responsible for the information and other content they post on and through these Forums and
should be aware that when they voluntarily disclose personal information (e.g., name, e-mail
address, telephone number) on or through these Forums, that such information is generally
accessible to and may be collected and used by other Registered Users, as well as Visitors, and
may result in unsolicited online and offline messages from such viewers. Registered Users are
encouraged to exercise discretion when providing personal information about themselves in and
through Forums. Internet Access. You acknowledge and agree that in connection with your use
of the Site you must: (a) provide for your own access to the World Wide Web and pay any
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service fees associated with such access, and (b) provide all equipment necessary for you to
make such access and connection to the World Wide Web, including a computer, software, a
modem and a means of connecting to or accessing the Internet. Obsidian shall not be
responsible for any malfunctions, errors, crashes or other adverse events that may occur from
your use of the Site. The same applies to the Software.

Proprietary Rights
As between you and Obsidian (including our affiliates), we are the owner and/or authorized user
of any trademark, and/or service mark appearing on the Site or in the Software, and are the
copyright owner or licensee of the content and/or information on the Site or the Software, unless
otherwise indicated. All trademarks used in connection with products and services advertised or
otherwise appearing on the site are the exclusive property of their legitimate owners. Except as
otherwise provided herein, use of the Site does not grant to you a license to any content,
features or materials you may access on the Site. Any commercial use of the Site is strictly
prohibited, except as allowed herein or otherwise approved by us. You may not download or
save a copy of any of the content or screens except as otherwise provided in these Terms and
Conditions, for any purpose. You may, however, print one (1) copy of the information on the Site
solely for your personal use or records. If you make other use of the Site, except as otherwise
provided above, you may violate copyright international laws, as well as applicable state laws
and may be subject to liability for such unauthorized use. We do not grant any license or other
authorization to any user of our trademarks, service marks, other copyrightable material or any
other intellectual property, by including them on the Site. You also agree and acknowledge that
any ideas, concepts, methods, systems, designs, plans, techniques or other similar materials
that you submit or otherwise communicate to the Site, may be used by us in any manner.

User Information
In the course of your use of the Site, you may be asked to provide certain information about
yourself to us (“User Information”). Obsidian information collection and use policies with respect
to such User Information are set forth in the Site Privacy Policy. You acknowledge and agree
that you are solely responsible for the accuracy and content of the User Information. Submitted
Material. Any information or material that you submit or send to Obsidian or otherwise make
available on or through the Site (“Your Material”) will be deemed not to be confidential or secret.
By submitting or otherwise making Your Material available on the Site, you: Agree and
acknowledge that Your Material will not be treated as confidential or proprietary. Represent and
warrant that Your Material: Is original to you and that no other party has any rights to the
material; Does not contain any content that is unlawful, threatening, harassing, profane,
tortuous, defamatory, vulgar, obscene, libelous, deceptive, fraudulent, contains explicit or
graphic descriptions or accounts of sexual acts (including but not limited to sexual language of a
violent or threatening nature directed at another individual or group of individuals), invasive of
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another’s privacy, or hateful; Does not contain a virus or other harmful component; and Does
not contain, unless the specific Service allows, any advertising of any kind, or false or
misleading indications of origin or statements of fact. Grant Obsidian the royalty-free,
unrestricted, worldwide, perpetual, irrevocable, non-exclusive and fully sub-licensable right and
license to use, reproduce, modify, edit, adapt, publish, translate, create derivative works from,
distribute, perform and display Your Material (in whole or part) worldwide and/or to incorporate it
in other works in any form, media, or technology now known or later developed. You also
warrant that any “moral rights” in Your Material have been waived. No Endorsement. Obsidian
does not represent or warrant the truthfulness, accuracy or reliability of any material posted by
others on or through the Site. Users acknowledge that any reliance on material posted by others
will be at their own risk. Any content placed on any discussion area by Users are the views of
the User posting the statement, and do not represent the views of Obsidian.

Unsolicited Materials

Unless specifically requested, Obsidian does not solicit nor does it wish to receive any
confidential, secret or proprietary information or other material from you through the Site, any of
its services, by e-mail, or in any other way.

User Conduct
You warrant and agree that, while using the Site, you shall not: Upload, post or transmit to or
distribute or otherwise publish through the Site any material that violates any provision of these
Terms and Conditions; Restrict or inhibit any other User from using and enjoying the Site;
Constitute or encourage conduct that would constitute a criminal offense or give rise to civil
liability; Impersonate, or misrepresent your affiliation with any other person or entity; Upload,
post, publish, transmit, reproduce, distribute or in any way exploit any information or other
material obtained through the Site for commercial purposes (other than as expressly permitted
by the provider of such information or other material); Engage in spamming or flooding; or
Attempt to gain unauthorized access to other computer systems through the Site. Except as
otherwise expressly permitted herein, you may not upload, post, publish, reproduce, transmit or
distribute in any way any component of the Site itself or derivative works with respect thereto, as
the Site is copyrighted as a collective work under U.S. copyright laws. We have no obligation to
monitor any content on or through the Site and we assume no obligation. You acknowledge and
agree, however, that we do retain the right to monitor the Site and to disclose any information as
necessary or appropriate to satisfy any law, regulation or other governmental request, to
operate the Site properly, or to protect our Users or ourselves. We will not intentionally monitor
or disclose any private electronic mail message unless required by law. We reserve the right to
refuse to post or to remove any information or materials, in whole or in part, that, in our sole
discretion, are unacceptable, undesirable, inappropriate or in violation of these Terms and
Conditions. We may also suspend or terminate any User’s use of the Site at any time in our sole
discretion. You agree to defend, indemnify and hold Obsidian, its director(s), officers,
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employees, agents and affiliates harmless from any and all claims, liabilities, costs and
expenses, including reasonable attorneys’ fees, arising in any way from your use of the Site or
the placement or transmission of Your Material on or through the Site by you.

DISCLAIMER OF WARRANTIES
THE SOFTWARE, INCLUDING, WITHOUT LIMITATION, ALL CONTENT, FUNCTIONS AND
MATERIALS THEREON, IS PROVIDED “AS IS,” WITHOUT WARRANTY OF ANY KIND,
EITHER EXPRESS OR IMPLIED, INCLUDING, WITHOUT LIMITATION, ANY WARRANTY
FOR INFORMATION, DATA, DATA PROCESSING SERVICES, OR UNINTERRUPTED
ACCESS, ANY WARRANTIES CONCERNING THE AVAILABILITY, ACCURACY,
USEFULNESS, OR CONTENT OF INFORMATION, AND ANY WARRANTIES OF TITLE,
NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.
OBSIDIAN. DOES NOT WARRANT THAT THE SOFTWARE OR THE FUNCTIONS,
FEATURES OR CONTENT CONTAINED THEREIN WILL BE TIMELY, SECURE,
UNINTERRUPTED OR ERROR FREE, OR THAT DEFECTS WILL BE CORRECTED.
OBSIDIAN. MAKES NO WARRANTY THAT THE SOFTWARE WILL MEET USERS’
REQUIREMENTS. NO ADVICE, RESULTS OR INFORMATION, WHETHER ORAL OR
WRITTEN, OBTAINED BY YOU FROM OBSIDIAN. OR THROUGH THE SOFTWARE SHALL
CREATE ANY WARRANTY NOT EXPRESSLY MADE HEREIN. IF YOU ARE DISSATISFIED
WITH THE SOFTWARE OR ANY CONTENT OR FUNCTION THEREON, YOUR SOLE
REMEDY IS TO DISCONTINUE USING THE SOFTWARE. LIMITATION OF LIABILITY. IN NO
EVENT SHALL OBSIDIAN. OR ANY OF ITS DIRECTOR(S), OFFICERS, EMPLOYEES,
AGENTS, AFFILIATES, OR CONTENT OR SERVICE PROVIDERS BE LIABLE FOR ANY
INDIRECT, SPECIAL, INCIDENTAL, CONSEQUENTIAL, EXEMPLARY OR PUNITIVE
DAMAGES ARISING FROM OR DIRECTLY OR INDIRECTLY RELATED TO THE USE OF, OR
THE INABILITY TO USE, THE SOFTWARE OR THE CONTENT, MATERIALS AND
FUNCTIONS RELATED THERETO, INCLUDING, WITHOUT LIMITATION, LOSS OF
REVENUE, OR ANTICIPATED PROFITS OR LOST BUSINESS OR LOST SALES, EVEN IF
OBSIDIAN. OR SUCH INDIVIDUAL HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES. SOME JURISDICTIONS DO NOT ALLOW THE LIMITATION OR EXCLUSION OF
LIABILITY FOR INCIDENTAL OR CONSEQUENTIAL DAMAGES SO SOME OF THE ABOVE
LIMITATIONS MAY NOT APPLY TO CERTAIN USERS. IN NO EVENT SHALL OBSIDIAN. BE
LIABLE FOR OR IN CONNECTION WITH ANY CONTENT POSTED, TRANSMITTED,
EXCHANGED OR RECEIVED BY OR ON BEHALF OF ANY USER OR OTHER PERSON ON
OR THROUGH THE SOFTWARE. IN NO EVENT SHALL THE TOTAL LIABILITY OF
OBSIDIAN. TO YOU FOR ALL DAMAGES, LOSSES, AND CAUSES OF ACTION (WHETHER
IN CONTRACT OR TORT, INCLUDING, BUT NOT LIMITED TO, NEGLIGENCE OR
OTHERWISE) ARISING FROM YOUR USE OF THE SOFTWARE EXCEED, IN THE
AGGREGATE, ANY FEE YOU MAY PAY TO OBSIDIAN. FOR YOUR ACCESS TO OR USE
OF THE SOFTWARE.
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Links to Other Sites and Software
You acknowledge and agree that we have no responsibility for the accuracy or availability of
information provided by Web sites to which you may link from the Site or Software (“Linked
Sites”). Links to Linked Sites or software are provided as a convenience to you, and do not
constitute an endorsement by or association with Obsidian of such sites or the content,
products, advertising or other materials presented on such sites. Obsidian does not author, edit,
or monitor these Linked Sites. You acknowledge and agree that Obsidian is not responsible or
liable, directly or indirectly, for any damage or loss caused or alleged to be caused by or in
connection with use of or reliance on any such content, goods or services available on such
Linked Sites.

Applicable Laws
We control and operate this Site and Software from our offices in the United Kingdom. We do
not represent that materials on the Site are appropriate or available for use in other locations.
Persons who choose to access this Site from other locations do so on their own initiative, and
are responsible for compliance with local laws, if and to the extent local laws are applicable.

Miscellaneous
The Terms and Conditions and the relationship between you and Obsidian shall be governed by
the laws of the United Kingdom, without regard to its conflict of law provisions. You and
Obsidian agree that any cause of action that may arise under this Agreement shall be
commenced and be heard in the appropriate court in the United Kingdom. You and Obsidian
each agree to submit to the personal and exclusive jurisdiction of the courts located within the
United Kingdom. The failure of Obsidian to exercise or enforce any right or provision of the
Terms and Conditions shall not constitute a waiver of such right or provision. If any provision of
the Terms and Conditions is found by a court of competent jurisdiction to be invalid, the parties
nevertheless agree that the court should endeavor to give effect to the parties’ intentions as
reflected in the provision, and the other provisions of the Terms and Conditions remain in full
force and effect. You agree that regardless of any statute or law to the contrary, any claim or
cause of action arising out of or related to use of the Services or the Terms and Conditions must
be filed within one (1) year after such claim or cause of action arose or be forever barred.

Modifications to the Site, Software and the Services
We may change these Terms and Conditions from time to time and at any time without notice to
you, by posting such changes on the Site. We reserve the right, for any reason, in our sole
discretion, to terminate, change, suspend or discontinue any aspect of the Site, including, but
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not limited to, content, features or hours of availability. By using the Site following any
modifications to the Terms and Conditions, you agree to be bound by any such modifications to
the Terms and Conditions. We may also impose limits on certain features of the Site or restrict
your access to part or the entire Site without notice or penalty.

Copyrights
We respect the intellectual property rights of others, and require that the people who use the
Software do the same. If you believe that your work has been copied in a way that constitutes
copyright infringement, please forward the following information to the Copyright Agent named
below: Your address, telephone number, and e-mail address; A description of the copyrighted
work that you claim has been infringed; A description of where the alleged infringing material is
located; A statement by you that you have a good faith belief that the disputed use is not
authorized by you, the copyright owner. Upon receipt of said notice, Obsidian shall contact you
in a timely manner and upon clarification of the issues involved, take all necessary steps we
might deem appropriate to correct the situation and prevent any further infringements. Please
submit your questions, comments and information to: support@obsidianplatform.com
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